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CGEIT Prep Quiz #4
Domain 1: Governance Frameworks

April 18
	#
	Question
	Options
	Answer 

	1
	Which characterizes a process operating at an maturity level 2 (repeatable but intuitive)  
	Success dependent on individual imitative
	+

	
	
	Responsibilities well defined but with discretionary authority
	

	
	
	No formal assignment of responsibility
	

	
	
	Customers immediately recognize IT’s value
	

	2
	A balanced business scorecard is a tool for IT strategic planning
	True
	

	
	
	False
	+

	3
	Who best defines IT goals for a given process
	Business management
	+

	
	
	IT Executive
	

	
	
	Process owner
	

	
	
	Auditors
	

	4
	Resource Management seeks optimization of all the following resources but:
	Infrastructure
	

	
	
	Applications
	

	
	
	Knowledge
	

	
	
	Finances
	+

	5
	Which IT process is least important to the integration of applications into business process
	Install and accredit applications
	

	
	
	Enable operation and use
	

	
	
	Identify automated solutions
	+

	
	
	Define information architecture
	

	6
	Auditors are unable to certify financial results due to weak controls.  Which COBIT information criteria is not met?
	Accuracy
	

	
	
	Efficiency
	

	
	
	Integrity
	

	
	
	Reliability
	+

	
	
	Effectiveness
	

	7
	Standards are defined at what phase of an IT improvement project 
	Performance assessment
	

	
	
	Scoping
	+

	
	
	Implementation
	

	
	
	Project planning
	

	8
	Risk acceptance is a
	Process activity
	

	
	
	Governance focus
	+

	
	
	IT process goal
	

	
	
	Control outcome test
	

	9
	Effective control of an IT process require all except:
	Objectives
	

	
	
	Defined activities
	

	
	
	Assigned responsibilities
	

	
	
	Measures
	

	
	
	Standardization
	+

	10
	IT Process maturity is: 
	an IT BSC operational goal
	+

	
	
	a Business BSC learning goal
	

	
	
	a Metric
	

	
	
	a Critical success factor
	

	11
	What best practice least supports problem management
	ITIL
	

	
	
	ISO 2700x
	

	
	
	ISO 900x
	

	
	
	PMBOK
	+

	12
	Which information criteria would not drive requirements for systems security?
	Integrity
	

	
	
	Reliability
	

	
	
	Effectiveness
	+

	
	
	Compliance
	

	13
	COBIT addresses the requirements for what person role?
	Business Executive
	+

	
	
	Board member 
	

	
	
	Users
	

	
	
	Developers
	

	14
	ITIL service transition is most relevant to what COBIT domain?
	Plan and organize
	

	
	
	Acquire and implement
	+

	
	
	Deliver and support
	

	
	
	Monitor and evaluate
	


	15
	An application's failure to be integrated into business workflows is most likely to be the result of problems in what IT domain
	Plan and organize
	

	
	
	Acquire and implement
	+

	
	
	Deliver and support
	

	
	
	Monitor and evaluate
	

	16
	Which is least likely to be true of COBIT control objectives
	Prevent or detect adverse events
	

	
	
	Include policies, procedures, practices
	

	
	
	State actions that create value or reduce risk
	

	
	
	Be achieved through an automated control process 
	+

	17
	A COBIT identified IT process may be organized and implemented differently by  different IT organizations
	True
	+

	
	
	False
	

	18
	An IT Executive will always be accountable for the COBIT identified IT processes. 
	True
	

	
	
	False
	+

	19
	All COBIT control objectives are relevant to all IT organizations?
	True
	

	
	
	False
	+

	20
	What best identifies the most likely risks associated with not implementing a control  objective?
	COBIT Pentagon
	+

	
	
	RACI Charts
	

	
	
	Measures & metrics
	

	
	
	Maturity model
	

	21
	The COBIT reference model is intended to be comprehensible to:
	IT operations staff 
	

	
	
	Business managers
	

	
	
	Board members
	

	
	
	Operations staff and business managers
	+

	
	
	All of the above
	

	22
	A COBIT 'process' must have a single owner with a specific triggers and deliverables 
	True
	

	
	
	False
	+

	23
	What is the relationship between control objectives and IT activities
	One to One
	

	
	
	One to many
	

	
	
	Many to one
	

	
	
	Many to many
	+

	
	
	They are not mapped
	

	24
	What best describes COBIT identified metrics?
	Exhaustive
	

	
	
	Best practice 
	

	
	
	Illustrative
	+

	
	
	Prescriptive
	

	25
	PMBOK is most closely aligned with what COBIT process
	PO10:  manage projects
	+

	
	
	AI6: manage changes
	

	
	
	DS: define & manage service levels
	

	
	
	ME4:  provide IT governance
	

	26
	An application that raises an alert when changes when changes are made to specific system files and application data?
	general control
	+

	
	
	application control
	

	27
	A manual procedure that verifies the completeness and accuracy of transaction data is a: 
	general control
	

	
	
	common control
	

	
	
	application control
	+

	28
	All manual controls are application controls
	True
	

	
	
	False
	+

	29
	Implementation of automated application controls are managed through processes in what domain
	acquire and implement
	+

	
	
	deliver & support
	

	
	
	monitor and evaluate
	

	
	
	Plan and organize
	

	30
	Application control objectives are:
	Are not part of COBIT because satisfaction of them is the responsibility of the business 
	+

	
	
	Primarily focused on application functionality
	

	
	
	Specific to individual business processes
	

	
	
	Managed as part of  Monitor and Evaluate processes
	

	31
	The initial implementation of a process cannot be at a defined level, ie it must first be implemented at a lesser level and then process improvement techniques applied 
	True
	

	
	
	False
	+

	32
	Management can use COBIT's maturity scale to identify
	Current state of company practice
	

	
	
	Growth path
	

	
	
	Current sate of industry best and / or typical practice
	

	
	
	All of the above
	+


	33
	Continuous process improvement requires what level of process maturity
	No requirement
	

	
	
	Level 2: repeatable
	

	
	
	Level 3: defined
	

	
	
	Level 4: monitored and measured
	+

	34
	It is likely that all company's IT processes will be at a common maturity level
	True
	

	
	
	False
	+

	35
	For a process to be part of a COSO defined control environment it must exist at least maturity level _
	Level 0: No requirement
	

	
	
	Level 2: repeatable
	

	
	
	Level 3: defined
	+

	
	
	Level 4: monitored and measured
	

	
	
	No requirement
	

	36
	Business critical processes require: 
	More control because risk is higher
	+

	
	
	More flexibility and less control because of competitive pressure and the need for innovation
	

	
	
	Less IT control because the application controls will be more significant
	

	37
	Control objectives focus on 
	How well a process should be managed
	

	
	
	Required strength and precision of process controls 
	

	
	
	What should be done with the process
	+

	38
	A  process metric is simultaneously 
	an activity and a process outcome measure
	

	
	
	a process performance indicator and an activity outcome measure
	

	
	
	an IT performance indicator and a process outcome  measure
	+

	
	
	an activity and a process performance measure
	

	
	
	neither both a KGI and KPI
	

	39
	The relationship between IT goals and process goals is: 
	One to One
	

	
	
	One to many
	

	
	
	Many to one
	

	
	
	Many to many
	+

	40
	Which indicates whether goals are likely to be met
	Outcome measures
	

	
	
	Performance indicators
	+

	41
	Which is  outcome measure for the goal of ‘securing data during media destruction’
	Frequency of testing backup media
	

	
	
	# of incidents related to retrieval of data subsequent to media destruction
	+

	
	
	# of incidents related to non-compliance of data security regulations
	

	
	
	% of obsolete media wiped
	

	42
	Which is not always true of a high quality metric
	Cost effectiveness
	

	
	
	Time independence (meaningful comparison across time)
	

	
	
	Technological neutrality (meaningful comparison across implementations)
	

	
	
	Expressed as a count or percentage
	+

	43
	COBIT ‘practices’ are 
	Activities underlying control processes
	+

	
	
	Audit standards
	

	
	
	Performance measures
	

	
	
	Basis for maturity assessment
	

	44
	Which IT goal best supports the business goal of offering competitive products
	Acquire and maintain standardized application systems 
	

	
	
	Delivering products on time, on budget and meeting quality objectives
	+

	
	
	Acquiring skills necessary for IT strategy
	

	
	
	Ensure IT compliance with laws, regulation and contracts
	


