Quiz #1;  Board Briefing
Answer Sheet
	#
	Question
	Options
	Answer Key
	Rationale
	Page Ref
	Response Frequency

	2
	The primary goals of IT governance are? (select all that apply)
	preservation of value
	+
	The first duties of any board are to protect and grow the value of corporate assets. (ie risk management and value creation).  Utilization and performance measurement are important as a means to accomplish those primary objectives and are thus secondary. 
	
	8

	
	
	efficient asset utilization
	
	
	
	12

	
	
	business value creation
	+
	
	
	13

	
	
	measuring performance
	
	
	
	13

	3
	What would typically be the greatest IT governance concern?
	management of software licenses
	
	Staff  retention is a persistent requirement needed to ensure availability of the resources needed to execute strategy and delivery value.  Failure to retain staff will negatively impact performance.   Disaster recovery planning is less important as it is very likely that the DRP will never be invoked and in many scenarios a DRP deficiency will not negatively impact performance.  The management of software licenses is too narrow a concern for Board attention, similarly for “bandwidth reservation”. 
	
	2

	
	
	effective staff recruitment, retention & training program
	+
	
	
	5

	
	
	bandwidth reservation
	
	
	
	

	
	
	thorough and cost effective disaster recovery planning
	
	
	
	7

	4
	Which is an outcome of IT governance? (select all that apply)
	Greater user acceptance
	+
	While each of these options will undoubtedly follow effective governance, the Board will most likely be sensitive (and thereby manage) levels of (business) user acceptance and thus value and alignment.  Downtime and vulnerability is relevant primarily in their effect upon user acceptance.  Confidentiality breaches are not solely the result of IT failures and thus their prevention not ensured by effective IT governance. 
	
	11

	
	
	Reduction in downtime
	
	
	
	10

	
	
	Absence of confidentiality breaches
	
	
	
	9

	
	
	Reduction in system vulnerabilities
	
	
	
	9

	5
	Who should brief the board on the enterprise IT risk?
	IT Strategy Committee
	
	The CIO deals will all manner of IT risk on a daily basis and therefore is best suited to report on it. The Strategy Committee is the Board and too far removed from day to day enterprise activity to report risk on a timely basis.  Furthermore, the strategy committee is forward looking while risk reporting addresses current configuration of enterprise systems.  The CISO deals with only one kind of risk (information security) among the many that the board concerns itself (eg project risk, obsolesce, …)
	
	7

	
	
	CEO
	
	
	
	

	
	
	CIO
	+
	
	
	5

	
	
	CISO
	
	
	
	2

	
	
	IT Steering Committee
	
	
	
	

	6
	Which of the following facilitates IT alignment? (select all that apply)


	business sponsorship of projects
	+
	The primarily alignment task is to identify the IT strategy and goals that support the enterprise business strategy.   Business owners reflect the business’ expectation for service and levels of satisfaction (or not) and thereby identify alignment needs.  Balance scorecards measure performance relative to goals once they been identified and therefore follows strategic decisions once they have been made.   Similarly the linking of budget sand project monitoring follows the identification of those strategic objectives.  
	
	9

	
	
	business impact assessments
	
	
	
	5

	
	
	linking of IT budget to strategic objectives
	
	
	
	14

	
	
	project monitoring
	
	
	
	5

	
	
	balanced scorecards
	
	
	
	12

	7
	Who has primary responsibility for the competitive aspects of IT investments?
	CIO
	
	Competitive aspects are generally a matter of enterprise business strategy.  For example, does the company want to position itself as technology leader or alternatively one that relies primarily on ‘tried and true and mature’ technologies.  In this regard, competitive aspects are the province of the Board and hence the IT Strategy Committee.  The IT Steering committee is more involved with internal tactical issues of value delivery.
	
	5

	
	
	CEO
	
	
	
	1

	
	
	IT Steering Committee
	
	
	
	4

	
	
	IT Strategy Committee
	+
	
	
	3

	8
	Which of the following would be appropriate goals on an IT balanced scorecard?
	Zero customer defects


	+
	Zero customer defects is a goal with an obvious customer orientation, while the increased certification provides a future orientation.   The findings and ratio are targets on measures related to operational goals.  Satisfaction of such targets do not in and of themselves have business value.
	
	10

	
	
	Increase in level of staff certification
	+
	
	
	12

	
	
	Lack of significant audit findings
	
	
	
	5

	
	
	Increase in servers per admin ratio
	
	
	
	4

	9
	Which is most likely to suffer should the enterprise outsource its IT function?
	strategic alignment
	+
	Outsourcing agreements are unlikely to fully anticipate changes in business strategy as outsource obligations are fixed in contractual language.  Value requirements are stated as part of agreed service levels.  Risk can be monitored and therefore managed by parties independent of IT.  Performance should be assessed from the perspective of the business and therefore independent of IT.
	
	7

	
	
	value delivery
	
	
	
	2

	
	
	risk management
	
	
	
	4

	
	
	performance measurement
	
	
	
	1

	10
	At what level of enterprise maturity would the CIO define needed IT performance reports?
	Non-existent
	
	For performance management to be a defined process, there would have to be management processes to set reporting targets, review reports, plan improvements in response to reports.  Process implies a customer (the Board) and measures regarding report quality.  Activity that is only ‘repeatable’ is less formal and typically the result of individual initiative.
	
	

	
	
	Initial
	
	
	
	

	
	
	Repeatable
	+
	
	
	12

	
	
	Defined Process
	
	
	
	2

	11
	IT governance best practice recommends that (select all that apply)
	Business units define the value of IT


	+
	Business unit definition of the value of IT is necessary for alignment; IT value delivery must be understood from the perspective of the business.  Use conditions are a matter of business requirement and not the discretion of IT.  “Best of breed’ approaches conflict with the standardization that is necessary for value optimization.  Enterprise staff and functions should be specifically accountable for actions; ‘broad accountability’ is to some degree an oxymoron.
	
	14

	
	
	IT establishes conditions of use of IT assets
	
	
	
	5

	
	
	'Best of breed' solutions are adopted
	
	
	
	4

	
	
	Broad accountability for information security errors
	
	
	
	6

	12
	The Board may delegate IT governance responsibilities where (select all that apply)
	There are requirements for technical insight


	
	The first two options are reasons for increased oversight of IT the Board as they can be progenitors of misalignment.  Regulation increases the Board requirement for  risk management.   High level of business satisfaction indicate current delivery of value only.
	
	8

	
	
	the IT organization maintains a separate culture
	
	
	
	1

	
	
	the IT activity is highly regulated
	
	
	
	5

	
	
	the IT function is mature
	
	
	
	7

	
	
	CEO reports high levels of business satisfaction
	
	
	
	

	
	
	None of the above
	+
	
	
	5

	13
	Control failures are most likely to affect which IT property?


	Value
	+
	Most controls are intended to prevent or detect operational failures and thus affect value delivery.  Alignment is ongoing, there is more opportunity to detect the failure of related controls and correct before compromise of enterprise value.  Similarly with controls surrounding resource management.
	
	8

	
	
	Resource management
	
	
	
	3

	
	
	Alignment
	
	
	
	3

	14
	A robust change management process is most likely to positively impact
	Alignment
	
	Change management intends to improve the planning, prioritization and scheduling of changes.  It directs the assignment of resources to change related activities.  Uncontrolled change does impact level of risk, but primarily because uncontrolled change results in a more complex computing environment, not because of the change management process per se.  Value delivery is negatively impacted by outage caused by injudicious changes that change management would prevent.  However, such injudicious changes are not a necessary consequence of weak change management.  Strategy is logically prior to change management and therefore not significantly influenced by it.
	
	4

	
	
	Value Delivery
	
	
	
	3

	
	
	Resource management
	+
	
	
	

	
	
	Risk management
	
	
	
	7

	15
	Whose role is it to prioritize IT performance problems?
	CIO
	
	Resolution of IT performance issues should be driven by the business consequences of the outages, unavailability and other errors.  Business execs are in the best position to evaluate these consequences.  The CIO has a conflict when prioritizing the importance of such problems, (eg the CIO can inflate the CIO achievement by assigning highest priority to those issues most easily resolved.)
	
	7

	
	
	IT Steering Committee
	
	
	
	3

	
	
	Business execs
	+
	
	
	3

	
	
	IT Strategy Committee
	
	
	
	

	
	
	CEO
	
	
	
	

	16
	Which are Board best practices for risk management?
	Demanding risk transparency


	+
	The Board cannot delegate its responsibility to preserve the value of corporate assets and thus must retain its capability to determine acceptable levels of risk.  Risk transparency ensures the receipt of relevant reports related to the trustworthiness of business transactions and confidentiality breaches.  Establishing risk management as an independent business function reduces the opportunity to ensure that risk management is embedded in the operation of the enterprise. 
	
	13

	
	
	Receiving reports related to the trustworthiness of company business transactions
	
	
	
	5

	
	
	Delegating decisions regarding appropriate levels of acceptable risk
	
	
	
	4

	
	
	Promoting risk management as an independent business function
	
	
	
	7

	
	
	Ensuring that information releases are limited on basis of business necessity
	
	
	
	5


